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Abstract

Cryptocurrency is a recent innovation in digital finance that utilizes blockchain technoldgy to ensure
secure transactions and facilitate the issuance of new digital assets. The creation of Bitcoin in 2009
revolutionized global finance by offering an alternative to state-backed currencies. It enables a
decentralized network to function without government or central bank control;

This paper examines the impact of cryptocurrency on modern economies and its connection to financial
crimes, including forgery, cybercrime, and money laundering. A systematic review of existing literature
reveals key trends and research gaps, highlighting the need for strategic policies to maximize benefits and
mitigate risks. It emphasizes the importance of international cooperation in establishing a secure and well-
regulated cryptocurrency ecosystem to safeguard economic stability and prevent illicit activities.

India's initial skepticism led to the Reserve Bank of India’s (RBI) 2018.ban, which was overturned by the
Supreme Court in 2020. Recent regulatory measures include the 2022 cryptocurrency taxation framework
and the 2023 launch of the Digital Rupee pilot. However,India/still lacks a comprehensive regulatory
framework, underscoring the need for further research onits economic implications and the Development
of Robust Legal Mechanisms.

Keywords: Cryptocurrency, Blockchain Technology, Financial Fraud, Regulatory Frameworks, Digital
Currency, Bitcoin, Crypto Scams, Money Laundering, Cybercrime.

Introduction %
The world is evolving rapidly and we have

(https://www.investopedia.com/ask/answers/100
314/why-do-bitcoins-have-value.asp). Another

witnessed significant changes around us, and the
most important change we have(seen, in the past
few years is related to curréncy. Currency or
money is one of the most important parts of
everyone’s life, and inf this digital era where
everything is done digitally a new phenomenon
appeared that is termed "Digital currency" or
”Cryptocurreney." Cryptocurrency, as the name
suggests "Crypto" means secured, and "currency"
means the medium through which we can buy
goodsand services. The first cryptocurrency was
Bitcoin which was created by an unidentified
computer programmer or a group of
programmers known as Satoshi Nakamoto in
2009 (Milutinovi¢ Monia, 2018). From the day
Bitcoin was introduced until now Bitcoin ranks
first globally as an investment due to its scarcity.
Its protocol limits the total supply to 21 million,
of which over 19 million have already been
mined

important reason for Bitcoin to be ranked first is
that it is highly liquid which means it is converted
into cash easily, stores value (similar to gold),
brand recognition, media attention, etc. After the
introduction  of  Bitcoin, many  other
cryptocurrencies were also introduced which
together named Altcoins. Here are the top 10
cryptocurrencies as of January 2025:

TABLE 1: Top 10 Cryptocurrencies as of
January 2025

Rank  Name Symbol Market Cap Price

Bitcoin BTC $1,871,757,529,085.81 $94,488.44

2 4 Ethereum ETH $393,516,705,883.46 $3,265.95
3 & xrP XRP $144,095,837,396.68 $2.5063
4 4 Tether USDt usDT $137,385,680,399.19 $0.9995
5 BNB BNB $99,803,241,517.63 $693.05
6 B solana soL $91,322,417,483.05 $188.56
$49,587,305,809.39 $0.336
8 ® usoc usbe $45,747,471,239.56 $0.9999

9 & Cardano ADA $34,052,664,871.57 $0.9686

10 @ TrON TRX $20,115034,720.33 $0.2334
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Now that we have a basic understanding of
cryptocurrency, let's explore how it works.
Cryptocurrency operates through a decentralized
system, meaning it does not rely on a central
authority such as a bank or government for
management and control. This decentralization
makes cryptocurrencies resistant to censorship.
This decentralized system through which
cryptocurrency works or we say transactions are
made is known as Blockchain Technology,
blockchain is a decentralized digital ledger that
safely records every transaction which is also
known as blocks, this ledger is distributed across
a vast network of computers, making it incredibly
secure and transparent as anyone can view the
blockchain, but no single entity can able to
control it and the reason behind this security is
that blockchain technology uses cryptography
which means transactions are coded, every
transaction made in the ledger have a unique
secret code and only intended recipient can able
to read it.
(https://www.rba.gov.au/education/resources/ex
plainers/cryptocurrencies)

Let's understand the workings of blockchain:
technology with the help of an example: Imagine
Miss Sneha wants to send 1 bitcoin to Mr. Aman
here are the steps to do this:

1. Transaction: Miss Sneha' initiates a
transaction using her Bitcoin wallet and
this transaction iS wbroadcast to the
network of cemputers  (nodes) that
maintain the Bitcoin blockchain.

2. Mempool:~ Théwtransaction enters a
mempool which is like a waiting area for
pending transactions. Other Bitcoin
trahsactions are also waiting in the
mempool.

3. Miners and block creation: Miners are
computers on the Bitcoin network that
work to verify transactions and add them
to the blockchain. Miners select a group
of pending transactions in mempool to
include in the new "block". To validate
new blocks they solve complex
mathematical problems because these
transactions are secured through

cryptography.
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4. Block details: The validated new block
contains the list of selected transactions
(including Sneha's transaction to Aman),
a time span that shows when the block
was created, a hash in the previous block
in the chain (this hash is unique code that
acts like a fingerprint, linking this block
to the previous one, the nonce (a number
that was found by the miner to solve the
mathematical problem) :

5. Chain linking: The new/block with all
its information is added to thelend of the
existing blockchain or wecan say all the
previous  transaction | and  new
transactions (bloek) is now linked in this
process with hash.

6. Distributed ledger: Every computer on
the Bitcoin,network updates its ledger
with| the new block (transaction). This
ensures that everyone has the same up-
to-date record of all Bitcoin transactions.
Therefore, Mr. Aman also gets their
ledger updated automatically through
this process and ensures that he received
the bitcoin in return for the amount of
goods given to Miss Sneha.

Here we also have the figure to get a better
understanding of the workings of blockchain
technology.

FIGURE 1: Working of Blockchain

Technolog
HOW BLOCKCHAIN WORKS ?
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A transaction is requested A block that represents The block is sent to every
node in the network
is created
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are fol to the existing updeted

SOURCE:
https://images.app.goo.gl/LdHxBuFn3WcKM
2hHA

After analyzing the meaning and functioning of
crypto and blockchain, we conclude that
cryptocurrency uses blockchain technology. All
transactions are processed automatically with the
help of advanced computers and software,
without government intervention. With the help
of cryptography, every transaction is coded,
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which helps to maintain the privacy and safety of
one’s assets. But, everything that comes with
benefits brings problems too; benefits such as
security safety and mainly decentralization
attract fraud and crimes too. As there are different
laws and controls in different countries and even
many countries like India don't have any
regulation or control over cryptocurrency
transactions criminals find this an opportunity
and use crypto for various crimes. All of this
helps criminals to use the cryptocurrency market
more frequently to finance terrorists, launder
money, and commit other economic crimes
(Kutera Malgorzata, 2022). In this paper, we tried
to explain crypto as a subject of crime or financial
fraud and what actions or policies the
government is making to cope with the modern
currency.
Theoretical Framework
1. Cryptocurrency: Crypto is digital

money that is secured by cryptography,

often  operating on decentralized

networks.

2. Decentralization: It simply means that
there is no single authority like a bank or
government that governs the system, and

information in unreadable code. It uses
mathematical algorithms to protect data
confidentially and maintain integrity. In
modern use, it is vital for online security
and digital currency protection.

4. Mining: It is a process of verifying

transactions and adding them to
blockchain and this step is done by
miners.

5. Miners: These are the participants in the
blockchain network who perform~the
crucial task of validating transactions and
adding them to the blockehain.

6. Altcoins: Altcoin is a term used in the
crypto  worldm, to @ describe  any
cryptocurrency that\is not bitcoin.

7. Digital Rupee pilot: The Reserve Bank
of India (RBI) introduced the Digital
Rupee pilot, a small-scale test of the
country'sieentral bank digital currency
(CBDC). It seeks to evaluate the viability
and, possible advantages of a digital
ripee in practical situations.

8. Bitcoin wallet: It stores private keys not
the bitcoin itself, enabling transaction
authorization. It provides an interface to

cryptocurrency is decentralized. 7 send, receive, and view Bitcoin balances.
3. Cryptography: It is the art of securing
communication, and transforming
LITERATURE REVIEW
AUTHOR
TITLE 'S NAME YE/AR OBJECTIVE FINDINGS
Cryptocurr- | Monia 2018 The paper addressed the theme of | First, this paper thinks
ency Milutinoyi¢ cryptocurrency and its role in | cryptocurrencies have the
economic growth. The paper also | potential to make the financial
/ discusses different types of | system better. Second, it
cryptocurrencies and their | highlights things like lower
expansion in various countries. fees, faster transactions, and
better security compared to
% traditional banks. And third, it
mentions that
cryptocurrencies are  still
pretty new, so there are
challenges they need to
address like their prices going
up and down a lot and the
need for more rules and
regulations.
Cryptocurre | Malgorzata | 2022 The primary goal of this study is to | Despite extensive
ncies As A | Kutera analyze the current scope of | development, the thorough
Subject Of cryptocurrency research as it | bibliometric and descriptive
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Financial
Fraud

relates to financial fraud. It
identifies key research trends and
potential areas for  further
investigation. One of the queries
also asked about the most frequent
crimes involving cryptocurrency.
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analysis revealed that the
topic of financial fraud and
cryptocurrencies  is  still
relatively new to science. The
fact that there are so few
publications in comparison to
other related fields also
suggests that scientists have
not yet thoroughly
investigated this _subject,
opening up a large range of
potential gesearch directions:

The rise in | Sesha 2019 Four research questions were the | The study provides iinsights
popularity of | Kethineni main focus of the study : into the current status of
cryptocurren | and  Ying 1. How are cryptocurrencies | virtual currencies, their role in
cy Cao involved in illegal activities? illegal activities, and
2. What elements make illegal | challenges in their regulation.
conduct with cryptocurrencies | It also |explores potential
easier? future, . financial  crimes
3. How do political factors affect | involving cryptocurrencies.
the regulation of cryptocurrencies?
4. What struggles/do, they present
for law  enforcement and
regulators?
Fraud Musbaudee | 2020 The main purpose of this article | The study highlights that
Prevention n Titilope was to investigate ‘therproblems | blockchain technology,
And Oladejo that bloekchain*  presents for | despite its advantages, is not
Detection In | Lisa Jack forensic‘accounting specialists in | immune to hacking and
A preventing and identifying fraud. | cyberattacks. According to
Blockchain this study, technology will
Technology / impact the primary
Environment responsibilities of
: Challenges accountants, but it is still not
Posed To clear in what way it will
Forensic Z impact the roles of auditors
Accountants and forensic accountants.
Law Untung 2024 This study aims to raise awareness | The study suggests that
Enforcement | Widyatmok and understanding of law | government assistance in the
Against o, Romli enforcement strategies for | form of precise regulations
Cryptocurre | ZAtmasasmit addressing cryptocurrency-related | and strict legal guidelines for
ncy Abuse a, Anthon F crimes. the use of cryptocurrencies is
Susanto, necessary to prevent their
»._ |\ Bambang misuse.
Heru
Purwanto
Global Xihan 2024 By examining the regulatory | The research provides useful
Trends in | Xiong and environments in different | perspectives to  improve
Cryptocurre | Junliang countries, this research seeks to | comprehension of worldwide
ncy Luo understand  these  variations. | developments in
Regulation: Before analyzing international | cryptocurrency laws.
An regulatory approaches, the study
Overview examines key challenges and

considerations in cryptocurrency
regulation.
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The Growth | Shailak Jani | 2018 This study examines user | The scope of future research
of expectations regarding the future | can be broadened to explore
Cryptocurre of cryptocurrencies. It also looks | use cases for Bitcoin
ncy in India: at how confident consumers are in | applications across various
Its handling digital currency at a time | industries in India.
Challenges when they are not entirely
& Potential regulated and supervised. In order
Impacts on to provide a comprehensive view
Legislation from a practical standpoint, this
study also attempts to quantify the
prevalence of cryptocurrency use.
Additionally, the study examines
how 21 distinct nations have
responded in terms of laws and
regulations.

The several definitions of virtual
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Cryptocurre | Scott D. | 2017
ncy Hughes currencies offered by regional,
Regulations national, and international
And regulatory  organizations  are
Enforcement examined in  this  article.
In The U.S. Furthermore, enforcement actions
by the following ‘agencies are
comprehensively reviewed and
documented: the /Federal, Trade
Commission (ETC), the
Department «7of “Justice, the
Securities and Exchange
Commission;, the Commodity
Futures) Tradingz=Commission, the
Interna{Revenue Service, and the
Financial "Crimes Enforcement
Network:

Since_ officials dre lagging,
one of the main areas of study
and debate in the upcoming
yearsywill be the endeavor to
create a suitable regulatory
framework for virtual
currency.

Research Methodology

This study employs a Systematie, Literature
Review (SLR) to examinewthe! evolution of
cryptocurrency, its connection ‘to financial
crimes, and regulatory || frameworks across
various nations.. The ‘methodology involves
defining key research,questions focusing on the
economic impact of cryptocurrencies, their role
in enabling,financial crimes, and the existing
legal frameworks. Relevant academic literature
published between 2018 and 2024 was identified
using targeted keywords such as 'cryptocurrency,’
'crypto crimes,' and 'digital currency regulations.'
The selection criteria prioritized peer-reviewed
studies while focusing on economic, regulatory,
and policy-related analyses, excluding purely
technical papers. This structured approach
ensures a comprehensive and unbiased
examination of the research objectives.
Objective

The primary objective of this paper is to analyze
the development of cryptocurrency and its impact
on the rise of various types of crimes, along with
the policies implemented by different countries
to regulate it. This study focuses on the following
key objectives:
1.  Cryptocurrency and its future
2.  Different types of criminal activities
under cryptocurrency
3. Legal framework for cryptocurrency in
different countries
4. Indian Government’s
regarding cryptocurrencies.
Objective 1: Cryptocurrency and Its Future
Upon its initial introduction, cryptocurrency was
met with widespread skepticism, and its potential
for growth was largely underestimated but with
the passage of time a substantial increase in
cryptocurrency prices and its asset value became
evident. The first cryptocurrency introduced was

policies
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bitcoin in the year 2009 and after a few years its
prices started increasing tremendously after
many other cryptocurrencies such as Ethereum,
tether, Binance coin USD coin, etc. were
introduced which are collectively known as
Altcoins and they also considered as a good
option for investment( Nakamoto, S.,2008).

To understand the growth of cryptocurrency
(specifically bitcoin) from the year 2010 to 2024
let's take a look at the reference graph given
below:

FIGURE 2: Price History of Bitcoin from the

year 2010 To 2024
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As we see in the reference graph, prices of bitcoin
increased immensely from the year 2010 to 2024
which shows that people who invested in ‘it
getting very high returns even today.
Cryptocurrency (including Bitcoins'and Altcoins
) getting very popular théserdays for various
reasons one of the most important reasons is that
now many big companies like Starbucks,
Microsoft, Bitdeal, ‘Coinmarketcap, Kraken,
Antier Solutions Private Limited are offering
cryptocurrencies as medium of exchange in the
return of . commodity or services they offer, hence
making,_cryptocurrency more liquid(easily
converted into cash), which is growing people
interest for buying it and also due to immense
change in prices crypto also getting media and
government attention all over the world. If we
look towards the negative side, another reason for
the growth in prices of cryptocurrencies is that
many people and countries use them for funding
terrorism and illegal work as there are very less
or no legal rules in different countries related to
cryptocurrencies.

Vol.14, No.1, Jan-June 2025

If we talk specifically about the future of crypto
in India, the Cryptocurrency and Regulation of
Official Digital Currency Bill, 2021 was
introduced, indicating the future direction of
virtual currency trading in the country. However,
as of today, the Government of India has neither
established control over cryptocurrency nor
declared it completely illegal.

According to the various news reports and data
of 2025 bitcoin prices are increasing rapidly,
Since 2024, when the price of Bitcoin surged
119%, bulls have been out im full force lately,
predicting the direction that the eryptocurrency
will go up this year. Tom Lee, the head of
research at Fundstratymmost recently predicted
that by the end of 2025, the price of one Bitcoin
might rise to $250,000(Chris Neiger 2025)

In conclusion, we can say that cryptocurrencies
still have a wide scope of growth all over the
world and maybe'the next generation will be able
to see that tremendous growth.

Objective 2: Different Types of Scams with
Cryptocurrency and Identifying These Scams
Crimes involving cryptocurrencies are increasing
due to their growing use as payment methods for
illicit goods such as firearms, illegal drugs, and
counterfeit identification. As cryptocurrency is
based on decentralized ledgers and the
government has no control over it, there are many
scams related to investment occurring every day
with the growing popularity of cryptocurrency
and Bitcoin in different countries and nations.

1. Fake websites: To deceive gullible
people, fraudsters may fabricate phony
cryptocurrency trading platforms or
counterfeit versions of legitimate crypto-
wallets. Typically, these phony websites
have domain names that are somewhat
similar to yet distinct from the websites
they are trying to imitate (7Trozze et al.,
2022).

2. Phishing scams: Information about
online wallets is frequently the focus of
cryptocurrency phishing scams. Private
keys for Cryptocurrency wallets, which
are necessary to access funds within the
wallet, are the target of scammers. Their
approach is connected to the phony
websites mentioned above and is
comparable to other phishing attempts.
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To entice readers to visit a specially
designed website and provide private key
information, they sent an email. The
hackers then take the Cryptocurrency
from those wallets after obtaining this
information((7rozze et al.,2022)

3. Pump-and-dump schemes: To sell
cheaply bought shares at a higher price, a
pump-and-dump scheme is a type of
securities fraud in which the price of an
owned stock is artificially inflated
through false and misleading feedback.
(https://www.investor.gov/introduction-
investing/investing-
basics/glossary/pump-and-dump-
schemes)

4. Fake apps: This entails scammers
promoting a certain coin or token using
social media platforms like Facebook,
Twitter, or Telegram, or through an
email blast. The price of the coins rises
as merchants scramble to get them so
they don't lose out. The scammers sell
their assets after successfully raising the
price, which leads to a crash as the asset's
value plummets. This can occur ingsa
matter of minutes.((7rozze et al.,;2022)

5. Fake celebrity endorsements: Crypto
scammers occasionally pretend to be or
make claims about endors¢ments from
influencers, celebrities, or businesses to
draw in potential victimszQOccasionally,
this entails offering 'inexperienced
investors  fictitious ecryptocurrency.
Clever websites and pamphlets that seem
to feature celebtity. endorsements from
well-known figures like Elon Musk are
examples of © these sophisticated
scams .(M .Kutera,2022)

6. - Giveaway scams: In a giveaway scam,
coniartists claim to match or increase the
cryptocurrency that is sent to them. A
sense of urgency and authenticity can be
generated by clever messaging from
what frequently appears to be a
legitimate social media account. People
may transfer money rapidly in the hopes
of receiving a prompt return because of
this alleged "once-in-a-lifetime"
opportunity. (M.Kotera,2022)
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In 2023, the FBI received nearly 69,500 reports
of cryptocurrency-related crimes, which resulted
in losses of over $5.6 billion, which was a 45%
increase from 2022. Cryptocurrency-related
losses accounted for almost 50% of the total
losses, despite only representing 10% of financial
fraud complaints. As there is no particular legal
format for crypto till now a person needs to be
self-aware and to not become a victim of crypto
frauds one needs to look out for these warning
signals(£'B1,2024, fraud report release)
Objective 3: Legal Framework’ for
Cryptocurrency in Different Countries

The G20 summit serves as a crucial platform for
international dialoguemmand gcooperation on
cryptocurrency regulation. The discussions and
agreements reached at these summits directly
influence the’development of legal frameworks
for digital assets in member countries and beyond.
In'2018 at the G20 conference held in Argentina,
the ~Buropean, Union recommended that its
member »nations should establish rules for
cryptocurrencies and from here we saw a
significant increase in attention towards
cryptocurrency. In subsequent summits after
2018 the G20 continues to refine its approach
with growing emphasis on price stability,
consumer protection, and tax evasion. Later the
G20 summit of 2023 which was held in India
marked a pivotal moment towards the approach
of cryptocurrency. In this summit, India's
presidency played a crucial role in driving the
conversation on global regulatory framework and
the New Delhi G20 leader's declaration
highlighted the wurgency of establishing
comprehensive regulations and also the creation
of road maps for implementation of
cryptocurrency asset regulation (The Economic
Times, 2023)

Post-G20 summits, countries proceed to establish
distinct legal reforms regarding cryptocurrency.
Let's take a look at the current reforms of
some major countries one by one:

1. INDIA: Initially in the year 2018 RBI
(Reserve Bank of India) banned
cryptocurrency but later the ban was
overturned by the Supreme Court in
India in the year 2020 and now
cryptocurrencies are legal to trade, but
they are not recognized as a legal tender.
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The regulatory framework is still
evolving, with the government focusing
on taxation and preventing illicit use.
(The Economic Times 2024).

2. CHINA: China has implemented a
comprehensive ban on cryptocurrency
trading and mining. The government's
stance is driven by concern about
financial stability, capital control, and
illicit activities. (Xihan and
Junliang,2024)

3. JAPAN: Japan has respectively
progressive approach to cryptocurrency
regulation. Cryptocurrencies are legally
recognized as property, and exchanges
are subject to strict regulations which
include licensing requirements and anti-
money laundering measures with this
Japan has become one of the first
countries to create a regulatory
framework (Xihan and Junliang, 2024).

4. United States: The U.S. regulatory
landscape is complex, with varying rules
at the federal and state level. Federal
agencies such as the Security Exchange
Commission (SEC) and the Commodity
Futures Trading Commission, have:
different jurisdictions over crypto‘assets
and still, there is ongoing debate in the
U.S. about how to classify<and regulate
cryptocurrencies (Xihan and Junliang,
2024). Z

As of November 20214 approximately 10
countries, including Qatar, Algeria, Bangladesh,
China, Egypt, Nepal,Morocco, Tunisia, and Iraq,
have imposed ., “a ‘eomplete ban on
cryptocurrencies. rAdditionally, 42  other
countries have implemented an implicit ban,
prohibiting, - financial  institutions  from
condugcting |, “business with  cryptocurrency
companiesy(Pérez, 2022)

Objective 4: Indian Government’s Policies
and Progress Regarding Crypto

The Union Government of India has been
maintaining a complicated relationship with
cryptocurrency, fluctuating between skepticism
and recognition of its potential. Being a
developing country, India faces unique
challenges and opportunities in regulating digital
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assets. Here is an overview of key developments
and policies related to cryptocurrencies in India:

1. Ban and RBI Circular (2018): The RBI,
India's central bank, published a circular
in 2018 that prohibits banks and other
financial institutions from handling or
enabling Bitcoin transactions. This
significantly hampered the rapid growth
of the cryptocurrency market in India,
forcing exchanges and investorsito look
into alternatives(Reserve . Banky» of
India.,2022) /

2. Supreme Court Ruling (2020): The
RBI ban was ruled illegal by the Indian
Supreme Courtpin March 2020. The
Indian cryptocurrency sector was revived
by this_histeric ruling, which raised
intergst in ,and investment in virtual
currencies. Instead of a complete ban, the
ruling ‘recognized the requirement for
balanced regulation.

3. Union Budget (2022): The Union
Budget of 2022 introduced a tax
framework for cryptocurrencies,
including a flat 30% tax on profits from
cryptocurrency transactions, a 1% TDS
on transactions exceeding a specified
threshold, and no provision for offsetting
losses from one crypto asset against
gains from another. While this move was
viewed as a step toward legitimizing
cryptocurrencies in India, it also imposed
a significant tax burden on traders.

4. Launch of the Digital Rupee (2023):
The RBI initiated an experimental
project for India's Central Bank Digital
Currency, the Digital Rupee. The Digital
Rupee seeks to bring together the
stability and regulatory control of
traditional fiat currencies with the
advantages of cryptocurrencies, such as
efficiency and transparency.

Challenges and Concerns:

Developing a comprehensive cryptocurrency
regulatory framework remains a significant
challenge for India. The legal ambiguity
surrounding cryptocurrencies creates uncertainty
for businesses and investors. Additionally,
concerns over capital flight and potential threats
to financial stability pose significant challenges
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for policymakers. Furthermore, the widespread
adoption of blockchain technology is hindered by
limited technical expertise and public awareness,
complicating the formulation of effective
policies.

Future Outlook:

As the government strives to balance innovation
with risk management, India's approach to
cryptocurrency legislation is expected to evolve.
The country's cryptocurrency policy will likely
be influenced by international cooperation and
the adoption of global regulatory standards.
While India has made progress in regulating
cryptocurrencies, significant efforts are still
required to develop a comprehensive framework
that fosters innovation, enhances security, and
supports economic growth.

Conclusion

The primary objective of this paper was to
analyze the current scope of cryptocurrency-
related crimes and the existing regulations
implemented in different countries to address
these challenges. The study highlights the urgent
need for a comprehensive regulatory framework
to address the decentralized and peer-tospeer
nature of cryptocurrencies, based on insights
derived from a comprehensive review ‘of
scholarly literature. Cryptocurrency operatesias a
decentralized electronic payment system,
eliminating the need for a centraldauthority or
financial institution to manage transactions.
Among its key benefits” are, ' increased
transparency and reduced,. dependence on
conventional banking -Systems. However, its
decentralized nature dlso presents serious risks,
which criminals frequently exploit for fraudulent
activities. :

The study highlights how the lack of a centralized
regulatory’ body and insufficient regulatory
supervision' have made it possible for cyber-
criminalsito. take advantage of the system,
resulting in financial losses and weakening trust
in virtual currencies. Governments all around the
world are struggling to create laws that can
effectively address these problems while
maintaining the creative potential  of
cryptocurrencies. Although the usage of
cryptocurrencies is increasing and is expected to
rise over the next five to ten years, many
countries, including India, lack thorough legal
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frameworks to control their use. Because of this
regulatory void, there is a significant chance that
money laundering, fraud, and other illegal uses of
cryptocurrencies are going to rise.
The findings emphasize the urgent need for
global cooperation and robust regulatory
measures to mitigate financial risks while
fostering innovation. Additionally, this study
identifies a significant research gap regarding the
economic impact of cryptocurrencies and the
development of effective regulatory frameworks
worldwide. Addressing these gaps is essential to
ensure the sustainable growth of digital
currencies while safeguarding economies from
financial fraud and.illicit activities. For the
cryptocurrency market to flourish sustainably
and to protect the, interests of users and
economies as'a whole, these loopholes must be
filled. This result highlights the urgency with
which governments, regulatory agencies, and
researchers must give the study and use of all-
encompassing  policies top priority to
successfully manage the possibilities and threats
related to cryptocurrencies.
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